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fdT: IT security auditing requirements of Government Organisations and critical

sector.

Hgie/AgIedl,

I am directed to forward herewith a copy of letter No. 3(15)/2004-CERT-In (Vol. X)
dated 16.10.2019 of Government of India, Ministry of Electoronics & Information

Technology on the subject cited above for information and necessary action.

Enclosure: As above
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Qﬁ(ﬁz\bﬂ o~ ¥ No. 3(15)/2004-CERT-In (Voi. X)

/ Government of India
Ministry of Electronics & Information Technology {MeitY)

h indian Computer Emergency Response Team {CERT-In)
‘Electronics Niketan’, 6, CGO Complex,

/ = £
W Lodi Road, New Delhi — 110003 ; ;
—7 - Dated: 16.10.2019

Subject: 1T Security auditing requirements of Government organizations and critical sectors
A o8 — advisories red.
[ Tt - , | _
< L@J\’C\‘ 1. The Indian Computer Emergency Response Team (CERT-In) under Ministry of Electronics &
L-r‘-"r Information Technology (MeitY), Government of India is maintaining a list of IT security auditing
F{)\v organizations to assist Government organizations and critical sectors in getting their IT systems and
Y

~ networks audited from cyber security point of view and to enhance their security posture. These IT

V‘-U\ security auditing organizations are empanelled by CERT-In after a thorough process of skill

verification involving demonstration of their technical skills to CERT-In. The credentials of these IT

.\ security auditing organizations have been vetted by Ministry of Home Affairs. The list of CERT-In

(M&} empanelled 1T security auditing organizations can he accessed at CERT-In wabsite at “www.cert-

g‘ : ih.org.in”. At present, this list is being consulted by all the Government organizations and critical
U }Z(/ sectors for their IT security auditing requirements.

AN jé. In relation to the process of engaging the CERT-In empanelled IT security auditing organizations, on

\\)% the advice of IB/MHA, it is felt necessary to issue the following advisories to ensure that the

' ™ engagement process is secure and does not pose a threat to sensitive date/information belonging to

\\J‘E\ the Govt. and critical sectors.

\ w\}“x} Since engaging non-indian firms for auditing requirements by the Government organizations
o3 and critical sectors may involve exposing sensitive information to non-Indian persons/entities
or having foreign links, the concerned Government Ministries/Organizations should obtain
P N A NOC from MHA before engaging any non-Indian firm.

1
{345} Every auditing firm and its auditors {personnel) engaged should sign Non-Disclosure |
X’ Q) Agreements (NDAs) before being allowed to commence the cyber security auditing work. To
(CN %\(\ the extent feasible, it may be ensured that any data collected during the auditing work and
/ report prepared thereof is not allowed to be taken out of the Government premises by such
auditors/firms.

3. It is requested that a suitable communication may please be sent to all the Govt. organizations and
critical sectors within the purview of your domain to put in place an appropriate mechanism to ensure
compliance to the above advisories at the time of engaging CERT-In empanelled organizations, in
the interest of security of sensitive data/information belonging to the Government and critical sectors.

f

/ ey

K _ Director General, CERT-In
s T.No. 011-24368544
Fax: 011- 24366806

To: - : B
'I)Vﬁ Secretaries of Central Government Ministries/Departments.
2) All Chief Secretaries of States & UTs.

Copyto: 1) Shri S.C.L. Das, Joint Secretary {1s-1) R
Ministry of Home Affairs, - :
Room No.116, North Block,
New Delhi-110001

2) Shri Arvind Kumar,
Director, Intelligence Bureau,
35, S.P. Marg,
New Delhi — 110021
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List of ali Central Government Ministrieleepartmems as o

for IT Security auditing-reg.

. Shri Atul Chaturvedi .

Secretary

Ministry of Animal Husbandry, Dairying & Fisheries,
R.no.229, Krishi Bhawan,

New Delhi-110001

Ph: 011-23382608/Fax: 011-23388006

. Secretary

Department of Atomic Energy
Anushakti Bhavan,

Chatrapathi Shivaji Maharaj Marg,
Mumbai — 400001

T.No. 22022543/ Fax N0.22048476

. Dr. K. Sivan

Secretary

Department of Space

Antriksh Bhawan, New BEL Road,
Bangalore-560201

Ph: 080-23415241, 22172333
Fax: 080-23415328

. Sh. Pradeep Singh Kharola

Secretary

Ministry of Civil Aviation :
R.no.294, B-Block, Rajiv Gandhi Bhawan,
Safdarjung Airport, New Delhi-110003 = .
Ph: 011-24610358/Fax: 011-24602397 - -
Email: secy.moca@nic.in

. Sh. Anshu Prakash

Secretary

Department of Telecommunications
Ministry of Communications
Sanchar Bhawan, Rafi Marg,

New Delhi - 110001

Ph: 011-23719898

Fax: 011-23711514

Email: secy-dot@nic.in

. Sh. A.N. Nanda

Secretary

Department of Posts
Ministry of Communications
Dak Bhawan, Sansad Marg,
New Delhi - 110001

~ Ph: 011-23096060, 011-23036670

Email: secy-posts@nic.in

n 16" October’ 2019




Sh. Ajay Kumar

Secretary

Ministry of Defence

101, South Block, New Delhi -110011
Ph: 011-23012380

Fax: 011-23010044

Email: defsecy@nic.in

Sh. Subash Chandra

Secretary
Department of Defence Production

Ministry of Defence

R.no. 136,South Block,

New Delhi-110011

T.No. 23012527/Fax No. 23012300

Dr. G. Satheesh Reddy

Secretary
Department of Defence Research & Development

‘Ministry of Defence

R. no. 531, DRDO Bhawan
Rajaji marg, New Delhi 110011

- Ph: 011-23011519, Fax: 23018216

Email: secy-defres@nic.in

10. Sh. Rajiv Kumar

11.

Secretary
Department of Financial Services
Ministry of Finance,

6B, 3rd Floor, Jeevan Deep building, -
Parliament Street, New Delhi -11001
Ph: 011-23340222, 011-23343478 -
Email: secy-fs@nic.in

Sh. Atanu Chakraborty

Secretary

Department of Economic Affairs

Ministry of Finance

Room No. 39-B, New Delhi-110001 ,

T.No. 23092611/ 23092555/ Fax No. 23094075

‘1_2 Sh. Girish Chandra Murmu

Secretary (Expenditure)
Department of Expenditure

~ Ministry of Finance

128-A/North Block, New Delhi - 110001
T.No. 23092929/ 23092663/ Fax No. 23092546



13.5Sh. Ajay Bhushan Pandey
Secretary
Department of Revenue
Ministry of Finance
Room no.128-A, North Block,
New Delhi -110001
Ph: 011-23092653, 011-23092111
Fax: 011-23092719
Email: secy-revenue@nic.in

14.Sh. Ajay Kumar Bhalla
Secretary
Department of Home
Ministry of Home Affairs
R.no.113, North Block, New Delhi - 110001
Ph: 011-23092989, 011-23093031
Fax: 011-23093003

15.Dr. M.M.Kutty
Secretary
Ministry of Petroleum & Natural Gas
A-Wing, Shastri Bhawan,
Dr. Rajendra Prasad Road,

New Delhi — 110001
T.No. 23383501/23383562/Fax No. 23075006

16.Sh. Subhash Chandra Garg
Secretary
Ministry of Power
R. No. 205, 2nd floor,
Shram Shakti Bhawan,
New Delhi 110001
Ph: 011-23710271, 011-23711316
Fax: 011-23721487
Email: secy-power@nic.in

17.5h. Vinod Kumar Yadav
Chairmané&ex-officio, (Railway Board)
Ministry of Railways,
R. no. 234, Rail Bhavan,
Raisina Road,New Delhi - 110001
Ph: 011-23384010
Fax: 23381453

18.Sh. Sanjeev Ranjan
Secretary,
Ministry of Road Transport & Highways
Transport Bhawan, 1, Parliament Street
New Delhi-110001
T.No. 23714104/Fax No.23356669




19. Sh. Gopal Krishna

Secretary

Ministry of Shipping

Room no. 401, Transport Bhawan,
Sansad Marg, New Delhi - 110001
T.No. 23714938

20.Sh. Sanjay Agarwal

31,

22.

23,

Secretary
Ministry of Agriculture & Farmers Welfare

Room No 115, First floor, Krishi Bhawan,
New Delhi - 110001

“T.No. 23382651/ Fax No. 23386004

Sh. P. Raghavendra Rao

Secretary

Ministry of Chemicals and Fertilizers
Room No 217, A-Wing,

Shastri Bhawan, New Delhi - 110001
Ph: 011-23384196, 011-23382467
Fax: 011-23387892

Sh. Anup Wadhawan

Secretary

Department of Commerce,

Ministry of Commerce & Industry
Udhyog Bhawan, New Delhi-110011
Ph: 011-23063664, 011-23063617
Fax: 011-23061796

Dr. Guruprasad Mohapatra

Secretary
Department for Promotion of Industry & Internal Trade

Ministry of Commerce & Industry
Udhyog Bhawan, New Delhi-110011
Ph: 011-23061815, 23061667

Fax: 011-23061598

24.5h. Injeti Srinivas

Secretary _

Ministry of Corporate Affairs

5th floor, "A’ Wing, Shastri Bhawan,
New Delhi - 110001

Ph: 011-23382324, 011+23384017

.Fax: 23386577

Email: chib-duggal@nic.in

~ 25.8h. Ravi Kant

Secretary
Ministry of Consumer Affairs, Food & Public Distribution,

Room No.169, ‘H’ Wing, Krishi Bhavan, New Delhi -110001
Ph: 011-23382349, 011-23097018
Fax: 23386052, Email: secy-food@nic.in




26.5h. C.K. Mishra

Secretary
Ministry of Environment, Forests & Climate Change,

Indira Paryavaran Bhavan, Jor Bagh road,
New Delhi-110003

Ph: 011-24695262, 24695265

Fax: 011-24695270

E-mail: secy-moef@nic.in

27.5h. Vijay Gokhale

Foreign Secretary

Ministry of External Affairs

South Block, New Delhi — 110011
T.No. 23012318/ 23012196

Fax No. 23016781

28.Smt. Pushpa Subrahmanyam

Secretary

Ministry of Food Processing Industries
Panchsheel Bhawan, August Kranti Marg,
New Delhi — 110049

T.No. 26493225/ Fax No. 26493012

29.Smt. Preeti Sudan

Secretary,

Ministry of Health and Family Welfare,
R. No. 156, ‘A’ Wing,

Nirman Bhawan, New Delhi-110001
Ph: 011-23061863, 23063221

Fax: 011-23392464

Email: secyhfw@gmail.com

- 30.Dr. Asha Ram Sihag

31.

Secretary

Department of Heavy Industry

Ministry of Heavy Industries and Public Enterprises
Udyog Bhawan, New Delhi — 110011

T.No. 23063633/ 23061854/ Fax No. 23062633

Dr. Asha Ram Sihag -

Secretary

Department of Public Enterprises .
Ministry of Heavy Industries and Public Enterprises
Room No. 305, C.G.0. Complex, Block No. 14,
Lodi Road, New Delhi-110003

T.No. 24366171/ 24360402/ Fax No. 24362613

32.Shri R. Suhrahmanyam

Secretary
Ministry of Human Resources Development,

- R.No. 127, ‘C’ Wing, Shastri Bhavan,

Dr. Rajendra Prasad Road, New Delhi-110001
Ph: 011-23386451, 011-23382698
Fax: 011-23385807/Email: secy.dhe@nic.in

w8
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33.Sh. Amit Khare
Secretary
Ministry of Information and Broadcasting
Room No.655, A- wing,
Dr Rajendra Prasad Road,
Shastri Bhavan, New Defhi-110001
T.No. 23382639/ 23386530/Fax No. 23383513

34. Sh. Anil Kumar Jain
Secretary

% Ministry of Coal

Shastri Bhawan, A-Wing,
Dr. Rajendra Prasad Road,
New Delhi - 110001

T.No. 23385173/ 23382614

35.Dr. M. Nair Rajeevan
Secretary
Ministry of Earth Sciences
Mausam Bhavan, C.G.0O Complex,
Lodhi Road, New Delhi— 110003
T.No. 24629771/ 24629772/ Fax No. 24629777

36. Sh. Shekhar C. Mande
Secretary
Department of Scientific & Industrial Research
Ministry of Science and Technology
Technology Bhavan, New Mehrauli Road,
New Delhi— 110016
T.No. 23710472/23717053/ Fax No. 23710618

37.Dr. Renu Swarup
Secretary
Department of Biotechnology
Ministry of Science and Technology
7th Floor, Block-2, CGO Complex,
Lodi Road, New Delhi— 110003
T.No. 24362950/ 24362881/Fax No. 24360747

38. Sh. Binoy Kumar
Secretary
Ministry of Steel
‘Udyog Bhawan, Dr. Maulana Azad Road,
New Delhi - 110011
T.No. 23063489/Fax No. 23063912

39.Sh. Ravi Capoor
Secretary
Ministry of Textiles
Udyog Bhawan, Dr Maulana Azad Road,
New Delhi— 110011 :
T.No. 23061769




40.Sh. Upendra Prasad Singh
Secretary
Ministry of Jal Shakti
Shram Shakti Bhawan, Rafi Marg,
New Delhi - 110001
T.No. 23715919/ 23710305
Fax No. 23731553

41.Dr. Alok Srivastava
Secretary
Department of Legal Affairs
Ministry of Law and Justice
Room No.207, A-Wing, Shastri Bhawan,
Dr. Rajendra Prasad Road,
New Delhi ~ 110001
T.No. 23384205

42.Dr. G. Narayana Raju
Secretary
Legislative Department
Ministry of Law and Justice
Room No.405, A-Wing, Shastri Bhawan,
Dr. Ranjendra Prasad Road,
New Delhi— 110001
T.No. 23384617/ 23387553/Fax No. 23382733

43.Dr. Alok Srivastava
Secretary '
Department of Justice,
Ministry of Law and Justice,
26, Mansingh Road, Jaisalmer House,
New Delhi— 110011
T.N0.01123383674/Fax No. 01123384516
Email: secy-jus[at]gov[dof]in

44_Sh. Durga Shanker Mishra
Secretary
Ministry of Housing and Urban Affairs
Nirman Bhawan, C - Wing,
Dr. Maulana Azad Road,
New Delhi — 110011
T.No. 23062377/Fax No. 23061459

45.Sh. Heeralal Samariya
Secretary
Ministry of Labour and Employment
Shram Shakti Bhawan, Rafi Marg,
New Delhi — 110001
T.No. 23710265
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46.Sh. Amarjeet Sinha
Secretary
Ministry of Panchayati Raj
Krishi Bhawan,
Dr. Rajendra Prasad Road,
New Delhi — 110001
T.No. 23074309/ 23389008/Fax No. 23389028

47.5h. Anil Gopishankar Mukim
Secretary
Ministry of Mines
R. No. 320, ‘A’ Wing, 3rd Floor,
Shastri Bhavan, New Delhi-110001
Ph: 011-23385173, 011-23382614
Fax: 011-23384682
E-mail: secy-mines@nic.in

48. Secretary
Ministry of Youth Affairs and Sporis
C-Wing, Shastri Bhawan,
Dr. Rajendra Prasad Road,
New Delhi — 110001
T.No. 23382897/Fax No. 23383163

49. Ms. Nilam Sawhney
Secretary
Ministry of Social J ustlce&Empowerment
Shastri Bhawan, C-Wing,
Dr. Rajendra Prasad Road,
New Delhi — 110001
T.No. 23382683/ 23389184 Fax No. 23385180

50.Sh. Yogendra Tripathi
Secretary
Ministry of Tourism
Transport Bhawan, Sansad Marg,
New Delhi — 110001
T.No. 23711792/ 23321395/ Fax No. 23717890

51.Sh. Anil Kumar Khachi
Secretary
Dept. of Investment & Publlc Asset Management,
Ministry-of Finance
Room No. 407, 4th Floor, Block No. '14

CGO Complex, Lodhi Road, New Delhi — 110003
T.No. 24368040/ Fax No. 24368043

52.Sh. Pravin Srivastava
Secretary,

Ministry of Statistics and Programme Implementation,

418, Sardar Patel Bhawan, Sansad Marg,
New Delhi-110001 -
T.No. 23742150/23344689



53.Dr. C. Chandramouli
Secretary
Department of Personnel and Training
Ministry of Personnel, Public Grievances and Pensions
North Block, New Delhi - 110001
T.No. 23094848/ 23092056/Fax No. 23092432

54 Dr. C. Chandramouli

Secretary
Department of Administrative Reforms and Public Grievances (DARP

Ministry of Personnel, Public Grievances and Pensions
514, Sardar Patel Bhavan, Sansad Marg,

New Delhi — 110001

No.011-23742546

E-mail: secy-arpg@nic.in

55.5h. Vaidya Rajesh Kotecha
Secretary
Ministry of Ayush
AYUSH BHAWAN, B Block, GPO Complex,
INA, New Delhi - 110023
T.No. 24651950/ 24101876/Fax N0.24651937

56.Sh. Arun Goel
Secretary
Ministry of Culture
502-C-wing, Shastri Bhawan,
New Delhi - 110001
T.No. 23386995

57.Dr. Inder Jit singh

Secretary
Ministry of Development of North Eastern Region

Vigyan Bhawan Annexe, Maulana Azad Road,
New Delhi— 110011

T.No. 23022020/ 23022037

Fax No. 23022024

58.Dr. Arun Kumar Panda
Secretary
Ministry of Micro, Small & Medium Enterprises
Udyog Bhawan, Rafi Marg,
New Delhi - 110011

T NaA 22902214107/ anunzq
LNV, A0U04 1V 49VU VA

Fax No. 23063045

59.Sh. Sailesh
Secretary
Ministry of Minority Affairs
R.no.1110, 11th Floor, Paryavaran Bhawan,
CGO Complex, New Delhi — 110003 '
T.No. 24364272/Fax No. 24364285
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Sh. Samant Goel

Secretary,

Research and Analysis Wing
Cabinet Secretariat,

CGO Complex, Lodhi Road
New Delhi-110003

Secretary (Security)

Cabinet Secretariat

Office of Secretary (Security)
R. No. 191, North Block
New Deihi-110001

Ph: 011-23093648

74.Dr. Rajiv Kumar

Vice-Chairman,

Niti Aayog

Yojana Bhawan, Sansad Marg,
New Delhi-110001

Ph: 011-23096677, 23096688
Fax no.23096699



